CAREER OPPORTUNITIES IN BANKING

The Bank of Punjab is one of the fastest growing Banks in Pakistan with its profound existence of 35+ years. It operates through
a network of 900+ branches. The Bank has established a strong foundation while offering premium banking services with major
focus on unsurpassed value added services for its customers through advanced solutions.
In line with the Bank’s progression strategy, we invite applications from experienced, dedicated and performance-driven
professionals for the following position(s) in our Information Security Division, Risk Management Group). The following
job profile offers excellent opportunity for the right candidates desirous of building a long term career in a dynamic organization.:

Manager-Security Operations Center

Grade: Band-9 to Band-7

Position

Location: Lahore

Important Note:
a) Only shortlisted candidates shall be called for interviews. No TA/DA will be admissible.
b) The Bank of Punjab reserves the right to accept or reject any application(s) without assigning any reason(s) thereof.

¢) The Bank isan equal opportunity employer. Females, Minorities, Differently Abled Persons (DAP) and Transgender are encouraged

to apply.

Job Summary / Major Responsibilities

Execute hypothesis-driven threat hunting across
endpoints, networks, cloud, Al equipped platforms
and logs to detect malicious activity by passing
current security controls.

Analyze threat intelligence and translate it into
hunting queries and detection rules; map adversary
TTPs to MITRE ATT&CK and MITRE ATLAS.
Lead deep-dive incident investigations and support
digital forensics during major security events.

Hunt for advanced threats (lateral movement,
persistence, exfiltration) using threat intel &
behavioral analytics.

Develop hunting playbooks, use-case libraries, and
automation scripts to elevate SOC maturity and
detection.

Optimally utilize the received threat intel such as
sweeps/implementation on relevant security controls
etc.

Strong communication skills for presenting technical
findings to non-technical audiences.

Proactively uncover significant threats and fine-tune
detection rules with more effectiveness.

Transfer knowledge to SOC Analysts, to enhance
quality in their work and sound judgement in high
pressure incident handling.

Coordinate with relevant teams of ITG and other
business units for gap remediation in log content.
Perform any other related duties and responsibilities
as assigned by the supervisor.

Eligibility Criteria

Quialification:
Minimum Bachelor’s
Degree from a HEC
recognized Local/ Foreign
University. Preference will
be given to Master’s Degree
holders.

Other Qualifications:
GCIH, GCIA, GCTI,
CISSP, CISM or other
relevant certifications
(preferred to have but not
mandatory)

Experience:
Minimum 4 years of
banking/Non-Banking
experience in Security
Operations Center, Incident
Response or Threat
Intelligence with 1+ years in
Threat Hunting.

Age:
Up to 55 years as on date
of application.

d) The above position(s) carry market based competitive remuneration.

Individuals

fulfilling

https://www.bop.com.pk/available-jobs latest by October 27, 2026.

BOP Phone Banking: 111-267-200

the above-mentioned criteria are encouraged to apply online through BOP career portal



https://www.bop.com.pk/available-jobs

